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Introduction 

The purpose of this document is to provide guidance to your firm on the technical 
considerations for the implementation of Bulk Emailing functionality available with Practice 
Management V10.   

A major new feature in PM 10 is the ability to email Invoices and Statements in bulk. Bulk 
Correspondence uses SMTP as opposed to Outlook to send emails. There are various SMTP 
configuration options available that need to be considered in consultation with your IT provider.   

This document is intended to give guidance to clients and their IT providers in respect of bulk 
emailing and the options available in respect of SMTP set up. 

Terminology 

The following table provides a brief overview of key words and phrases.  A more detailed 
description is available in each section throughout this document. 

 

APS TERMINOLOGY DESCRIPTION 

SMTP Simple Mail Transfer Protocol (SMTP) is an internet standard for electronic mail 
transmission.  SMTP is only used for sending outgoing messages. 

ISP Internet Service Provider (ISP) is a company that provides you with access to 
the Internet. 

Blacklisting Is a list of persons or organisations (email addresses) that have incurred 
disapproval or suspicion or are to be boycotted by the recipient. 

Whitelisting The reverse of blacklisting – i.e. persons or organisations (email addresses) that 
have been approved to be received by the recipient. 
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Implementation of Bulk Correspondence 

Bulk emailing is switched off by default, and is enabled using SUPS settings, and should not be 
activated without reviewing the various considerations included in this document. This change 
will need to be communicated to your clients and also internally.   

Impact of Enabling Bulk Correspondence 

Once you have enabled the Bulk Correspondence feature, any outgoing emails will be sent 
using SMTP rather than Outlook.  Emails are traditionally sent from an individuals’ Outlook 
application.  When Bulk Correspondence is enabled, this is no longer the case, as it’s not the 
most appropriate mechanism to distribute multiple emails.   Practice Management will bypass 
Outlook, and use SMTP instead in order to: 

• Send bulk emails safely; 

• Provide a single centralised audit trail of all outgoing invoices and statement emails; 

• Allow for centralised management of bounced emails; 

• Provide the same email “From” address for all bulk emails; 

• Provide a means of utilising 3rd Party Mass Mail Provider to reduce significant external 
risks such as Blacklisting. 

 

Risks of Mass Emailing 

Quality of Email Addresses 

The most obvious risk of changing the delivery model of Invoices and or Statements from Print 
to Email is the quality of email addresses. Just as having the correct postal address for print is 
vital, a non-existent or incorrect email address, or email address of the wrong person within the 
recipient’s organisation will guarantee non-delivery. Furthermore, unless an incorrect recipient is 
kind enough to reply to inform the practice, this may go completely unnoticed. 

The risk is not necessarily any greater than traditional mail. The practice does however need to 
assess the quality of email addresses as rigorously as their postal addresses and introduce on-
going processes to maintain / improve quality. 

Non-delivery of Emails 

Even if the email has been addressed to the correct recipient and successfully processed by 
Advance, there are things that can go wrong during delivery of an email. 

• Issues within the practice’s environment may prevent the email from being sent 

• Internet outages / issues with the practice’s ISP 

• Email can be interpreted by the recipient’s ISP as spam and could: 
o be placed in the recipient’s spam folder 
o be discarded without forwarding on to the recipient 
o result in the practice’s IP address or domain being blacklisted 

• The recipient’s on premises spam filters (such as Mail Marshal or Exchange) may 
enforce their own rules and either reject, hold or quarantine emails 

 

Apart from sensible email formation there is not much else the practice can do to prevent the 
above. In most cases any problem is not permanent, or can be resolved through contact with 
individual recipients / clients. For example, when calling clients to confirm email addresses a 
practice may also routinely request their client to ensure that emails from the practice’s domain 
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are excluded from internal spam filter rules as a condition of their preference changing to Email 
delivery. 

There is however one risk in the list above which is more complex and could result in a long 
term or even permanent inability for the practice to reach their intended recipients. This is 
blacklisting and it could occur with any Bulk Email practice within your business. 

Blacklisting  

ISPs (Internet Service Providers) offer a range of services to their clients including services 
related to spam filtering. ISPs scan all incoming mail and apply a set of rules. These rules 
(which differ from ISP to ISP) determine which messages are deemed genuine, solicited mail 
and which messages are deemed to be spam and therefore may end up in spam folders or 
never reach their intended recipient. 

ISPs aim to stop spammers while at the same time reducing the amount of processing they 
need to perform, as this represents a cost to them. It makes no sense to process thousands of 
messages from the same sender that were sent as a batch and are virtually identical. ISPs will 
therefore add IP addresses and domains belonging to senders identified as spammers to 
“blacklists”. Once a sender is “blacklisted”, the ISP will no longer process emails from the 
sender - sometimes for a period of time – sometimes permanently. There are also many 
blacklists that are not operated directly by ISPs, often called “Realtime Blacklists”. These are 
run by independent organisations. ISPs will submit their blacklisted IPs and domains based on 
their own rules. 
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premises

infrastructure Internet

ISP ISP1

ISP2

ISP3

Email

Recipients’ ISPs

Recipient

Recipient Recipient Recipient

Recipient Recipient

Practicename.com1

2

3

4

5

 Consider the following example based on the above diagram: 

 
1. Our practice sends out 1000 Invoices 
2. A subset of these arrive at ISP1 and many other ISPs and are processed without any 

issues and reach their recipients 
3. One ISP (ISP2) applies specific rules that catch our practice’s emails and the domain 

Practicename.com (our practice’s domain) and their IP address is blacklisted with this 
ISP. The Invoices are not forwarded to their recipients (and potentially no future 
Invoices are delivered there either). The ISP may also choose not to bounce back any 
email to the practice and therefore not let them know that the emails were undelivered. 
The practice also has no way of knowing they are blacklisted. 

4. ISP2’s specific rules may be aggressive and they additionally decide to submit our 
practice’s domain to an independent realtime blacklist, accessible to many ISPs 

5. Suddenly, ISP3 (who checks the independent blacklist in real time) is also refusing to let 
our practice’s Invoices through, even though none of their own rules were broken 
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How does our client find out something is wrong and what is the potential impact? The 
practice might not realise they are blacklisted until they spot a pattern of unusually high call 
rates from clients with email addresses at the same ISP, asking to have their Invoices resent. 
Alternately they might correlate clients who simply don’t pay their bills and find that they all have 
the same ISP or ISPs. Even worse, if the bulk email originates from the same domain and IP as 
their normal, business email, then this may be rejected by the specific ISP also. The cost to the 
business can be substantial. 

What can the practice do once they are blacklisted? Getting off an ISP’s blacklist usually 
involves contacting the ISP and filling out a Whiltelist request form, which is then processed by 
a real human being and if successful, the domain or IP is then “whitelisted”. Whitelisting is the 
exact opposite of blacklisting. A whitelist also represents a time saving to an ISP, since domains 
and IP addresses that are whitelisted will not require spam processing and will be delivered 
immediately. Generally ISPs welcome whitelisting for this reason. This process however can be 
time consuming and frustrating, especially when multiple ISPs are involved. It is much more 
difficult to get removed from independent, Real Time Blacklists. There are even online tools that 
can be used to find out if your IP address or domain is on such a blacklist. For example, 
http://mxtoolbox.com/blacklists.aspx can check 115 different blacklists for you at once. 

What sort of rules do ISPs apply when scanning emails for spam? It is said that creating 
good mass distribution emails is an art and not a science. This is because each ISP applies 
their own set of rules. Some common parameters that often affect deliverability are: 

• Volume of identical emails from the same IP sent in a given timeframe 

• Lack of an “unsubscribe” option. Giving clients the ability to “unsubscribe” from an 
Invoice may seem counterproductive, but what if we have the wrong recipient, or the 
recipient wants to change their preference back to Print? 

• Formatting of the email body. ISPs scan for key words they deem to be commonly used 
by spammers as well as formatting (such as lots of upper case) or special characters 
(lots of exclamation marks). Again, each ISP will have different rules 

• High number of invalid email addresses within a single batch of emails sent. Quality of 
addresses is therefore not just important for reaching individual recipients 

 

How can the Practice reduce the risk of Blacklisting? 

Aside from maintaining good address data, forming “sensible” email bodies and providing an 
unsubscribe option on our emails, the most effective way to reduce the risk of blacklisting is to 
use a 3rd Party Mass Email Provider. 3rd Party Providers offer a subscription style, cloud based 
service that sends emails on your behalf while providing a range of additional services. Today 
this is the norm as opposed to the exception and almost all recognisable large scale Internet 
businesses that send mass emails use 3rd Party Providers.  

The 3rd Party Provider adds value in a number of ways: 

1. They relay our practices’ bulk emails, therefore if any IP address or domain is going to 
be blacklisted, it will be theirs, and not that of our practices. Day to day business email 
will therefore not be affected. 

2. A 3rd Party Provider will have a team of people that work on an on-going basis to 
whitelist their own IP and domain with ISPs globally and clear blacklistings, (since if 
they get blacklisted, it will affect their clients and therefore their core product offering). 

3. A 3rdParty Provider generally has multiple IP addresses and domains that they use. 
Therefore even if one is blacklisted, they can switch to others while they work to un-
blacklist themselves. 

4. 3rd Party Providers generally offer a range of additional services, such as a range of 
reports showing number of emails sent, received, blocked and bounced. They can also 
additionally track click-throughs (meaning how many emails were actually opened) and 
manage unsubscribe requests if desired. 

 

http://mxtoolbox.com/blacklists.aspx
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 Consider the following example based on the above diagram: 

1. Our practice sends out 1000 Invoices but 3rdparty.com relays these using their own 
domain 

2. If they are blacklisted with any ISPs they automatically switch to a different IP address 
and work to “un-blacklist” with that ISP 

3. Because they vet their subscribers, a reputable 3rd Party Provider will have credibility 
with ISPs and actively and continually whitelist, reducing the chance of being blacklisted 
in the future 

4. and  
5. The same mechanism applies to independent Realtime Blacklist management. 

It is for these reasons that we recommend that the practice engages the services of a 3rd Party 
Provider unless they fully understand the risks involved and are equipped to manage these 
themselves. 

SMTP Configuration Options 

The following pages cover three distinct configuration options for setting up Bulk Email 
Correspondence. Each option has pros and cons. The correct selection will be determined by 
the capabilities of the practice and balancing the need for simplicity against level of security 
required by the practices’ IT function. 

  

 

IMPORTANT!  

The following configurations are not an exhaustive list and a decision 
should be made in conjunction with your IT Systems Administrator for the 
best solution for your practice.  
 
Before deciding on the most suitable configuration for the practice, it is 
highly recommended that you read all of the Mass Emailing for background 
information and conduct the appropriate due diligence on the related risks.! 
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Configuration 1 – Exchange Direct SMTP Connection to Recipient 

This option may be suitable where the practice has the necessary expertise to configure 
Exchange and understands how to manage their risks around Blacklisting and bounced emails. 
This configuration provides a high level of security within the organisation, but little protection 
once the email leaves the practice. 

Exchange

SMTP

Gateway

Recipient
Advance User

Advance

Internet

On Practice Premises ISP

ISP

ISP

ISP

Recipients

Exchange

Authenticates

AD User(s)

SMTP - Recipient

SMTP Settings

In SUPS

Recipients’ ISPs

Firewall

EM
L File 

Archive

Network Folder

Firewall

Restricts

IP to 

Exchange

 

Pros Cons 

MANAGED RISK:  Firewall provides 
excellent security against Malware / Spam Bot 
spam attacks  

 

CONFIGURATION:  No 3rd Party 
relationship required 

UNMANAGED RISKS:  Risk of Blacklisting 
and additional responsibility for IT around 
managing bounced emails and unsubscribe 
requests 

PERFORMANCE: Fast. Exchange will 
cache outgoing mail, so the user does not 
experience any delay in sending 
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Configuration 2 – Direct SMTP Connection via 3rd Party Mass Email 
Provider 

For practices who want additional protection, this option may be suitable. This solution involves 
using a 3rd Party Mass Email Provider (a web based subscription service) to manage the 
distribution of Invoice and Statement bulk emails. This reduces a number of risks inherent in 
mass emailing, including Blacklisting. 

Note: This option requires the domain firewall to have additional rules added to accept SMTP 
messages from all client machines from which Advance will email Invoices and Statements. 
Additionally the Firewall needs to have additional capability to restrict outgoing traffic to only the 
destination of the SMTP Gateway URL (provided by the 3rd Party Provider). This is to reduce 
the risk posed by malicious software such as Spam Bots which might reside on client machines. 
If the practice’s firewall does not have this capability or if even tighter internal security is 
required then consider Configuration 3. 

See Appendix A for details on choosing a suitable 3rd party mass email provider and for 
configuring services with them. 
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Pros Cons  

MANAGED RISK:  Blacklisting  

 

MANAGED RISK:  Unsubscription 
(optional)  

 

MANAGED RISK:  Bounced Email 
handling (optional) 

 

MANAGED RISK:  Firewall provides good 
security against Malware / Spambot spam attacks 

UNMANAGED RISK:  Firewall is unable to 
protect fully from all malicious employees or Spam 
Bots / Malware on client machines 

 

CONFIGURATION:  Requires setup of 3rd 
Party account with provider and minimal cost 

 

PERFORMANCE: Advance needs to wait 
until each mail is sent to the 3rd party before sending 
the next. This will introduce a delay.  
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Configuration 3 – Relayed SMTP Connection via 3rd Party Mass Email 
Provider 

This option provides the safest and overall most robust solution to the practice, however also 
involves the most configuration.  In most cases it should only be considered if the practice 
corporate firewall is not capable of restricting outbound traffic to a single destination URL or if 
the security offered by Configuration 2 is not deemed sufficient to comply with the practice’s 
security standards. It is the same topology as Configuration 2 but with an additional component 
- a SMTP Relay Server. The primary purpose is to allow the firewall to restrict outgoing traffic on 
the SMTP designated port to that coming from only a single originating IP address (the SMTP 
Relay Server). There are industry standard (such as IIS), as well as free options for SMTP 
Relay Servers. See Appendix B for more information on choosing and implementing an SMTP 
Relay Server. See Appendix A for details on choosing a suitable 3rd Party Mass Email Provider 
and for configuring services with them. 
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Pros Cons 

MANAGED RISK: Blacklisting 

 

MANAGED RISK: Unsubscription (optional)  

 

MANAGED RISK: Bounced Email handling 
(optional) 

 

MANAGED RISK: Firewall provides security 
against Malware / Spambot spam attacks 

CONFIGURATION:  Requires setup of 
3rd Party account with provider and some 
additional cost 

 

CONFIGURATION:  Requires 
installation and configuration of SMTP Relay 
Server software 

 

 

 

PERFORMANCE experienced by the user will vary depending on whether the SMTP Relay is 
able to cache outgoing mail. If caching is provided, then the emails will appear to be sent 
instantly. If no caching is provided, then a delay will be experienced in-between each email sent. 
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SMTP Server Settings 

These five settings are needed by Advance to communicate with an SMTP server. 

Modifying these settings without full understanding could result in Correspondence no longer 
being able to send emails and should only be attempted by a system administrator. 

 

1. SMTP Encryption - used to define the email encryption type. 
2. SMTP Server Address - defines the emails exchange address e.g. smtp.advance.com. 
3. SMTP server password - email password for the sender account. 
4. SMTP Server Port - defines the port number (if required). 
5. SMTP User Name - email username\domain for the sender account. 

 

Testing SMTP Settings 

Once SMTP settings are configured, they should be tested. There are two ways to do this: 

1) Send an actual Invoice or Statement email 

2) Use the built in SMTP Testing function in Correspondence Administration, which is 
available from the Advanced Actions menu. This option is easier when initially 
establishing that the credentials are correct and the practice’s environment is configured 
correctly as it gives a quick turnaround time. See Appendix I for details. 
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Trouble Shooting SMTP 

Detailed logging has been built into this page. A log will be displayed of all steps in the 
connection / sending process in the output log pane. 

 

1. Issues with connecting. The log can hopefully assist with determining the exact point of 
failure. 

2. Issues with performance / speed. The log shows a running timer which provides a 
breakdown of exactly where performance issues originate. The final lines in the window 
after each test will show the total and average time taken for all emails sent if the 
“Number of Emails” field is greater than 1. 

3. The Advanced / Standard SMTP component dropdown allows swapping from our 3rd 
party library (Advanced) to using the standard .Net email class (Standard) to rule out 
any issues introduced by our custom component. Note: More detailed logging is 
available from the Advanced option. 

4. An optional attachment can be added to each email. Attachment contents are rendered 
to the output window along with all other log data, so ensure that the attachments are 
very small. 

5. Multiple emails can be sent one after the other to get accurate average timings by 
changing the “Number of Emails” field. 

6. If you are connecting to Exchange as your SMTP Relay and are experiencing errors, 
then please consult APPENDIX C – Configuring Exchange. 
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SMTP Configuration Parameters 

What SMTP Server Configuration will the Practice be implementing? 

____________________________________________________________________________ 

 

Elements Details Setting Required 

SMTP Server Address This is the IP address or name of the Exchange 
server, a separate internally hosted SMTP Relay, or 
the IP address provided by a third party bulk email 
provide. 

 

SMTP Server Port 

 

This is the Port for SMTP and this will differ 
depending on design. 

 

SMTP Server User Name 

 

The user which is required to authenticate with the 
SMTP Gateway. 

 

SMTP Server  Password 

 

This is password required for the User in SMTP 
Server User Name to authenticate with the SMTP 
Gateway 

 

SMTP Encryption 

 

Only the following standards are supported: 
None = No Encryption is used          
SSL = SSL Encryption is used    
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Appendix A – Selecting a 3rd Party Mass Email Provider 

There are a significant number of providers in this field. Below are just some of the major ones 
we can share with our clients as a starting point: 

Provider  Website 

Amazon Simple Email Service  aws.amazon.com/ses/ 

SocketLabs  www.socketlabs.com/ 

MailJet  eu.mailjet.com/ 

CritSend  www.critsend.com 

SendGrid  www.sendgrid.com 

PostMark  postmarkapp.com/ 

Here is a link to a public review covering most of the above providers: 

 http://www.villescorner.com/2011/12/evaluating-top-email-services-in-cloud.html 

The pricing structures are generally either based on a monthly fee or bulk purchase of a certain 
number of emails in bulk. The cost should not be prohibitive for the types of volumes involved in 
Invoices and Statements and for most practices this may be as low as $50 per annum. 

Note: Reckon does not have a relationship with any providers, and we should not be 
actively recommending a single solution. 

 

What does the practice need to do? 

1) Select a Provider. They all provide very similar services. Practice choice will depend 
on specific services required, price as well as overall perception.  

2) Sign up with Provider. The practice themselves sign up with the provider online. They 
will provide some high level details about their business and go through a very easy 
”Vetting” process where the provider ensures that they are dealing with a real company. 
This should take no more than a day to complete. 

 

 

 

 

 

http://www.critsend.com/
http://www.sendgrid.com/
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3) Obtain Login Details. Once the signup process is complete, the provider will usually 
issue a user name and password. Ensure that the practice has the following details: 

 

Value Explanation / Value Required Value 

Account / User Name Used to log into the provider’s SMTP Gateway  

Password Used to log into the provider’s SMTP Gateway  

4) Obtain SMTP Gateway Connection Details. The provider’s web page will contain the 
standard SMTP connection details. Ensure that the practice has the following details: 

Value Explanation / Value Required Value 

SMTP Gateway URL Usually in the format smtp.providername.com  

SMTP Port Common ports are 25 and 587, even though 
the provider may offer other alternatives 

 

Encryption Reckon APS supports two options: None and 
SSL 

 

5) The practice should consider optionally “Signing” their domain. One by-product of 
using an external provider is that some ISPs (such as Hotmail and Gmail) will enforce 
that their recipients are clearly shown that the email was forwarded by the provider and 
did not come straight from the practice. They modify the email to make the “From” line 
look something like this: 

From: delivery@thirdpartyprovider.com on behalf of accounts@mypracticename.co.nz 

Instead of the desired: 

From: accounts@mypracticename.co.nz 

This may be perfectly acceptable to the practice, but if this is an issue, then the practice 
can remedy this by asking their ISP to “sign” their domain. (See section below). 

Optionally Signing a Domain 

Note: The following paragraphs are highly technical and the intended audience is a network 
administrator or person with similar skills. The purpose of this section is to provide sufficient 
information when dealing with the practice’s ISP who will assist in achieving the desired outcome. 

There are two mechanisms that are used by email providers to allow for emails to be "signed" to 
go through third parties. They are DKIM (Domain Key Identified Mail) and SPF (Sender Policy 
Framework). Both of these are set up as DNS TXT records (held with the ISP that looks after the 
resolution of the practice’s domain name to an IP address) and are used by Gmail, Hotmail, 
Yahoo, etc. to check that the practice is allowing third party providers to send mails on their behalf. 

mailto:delivery@thirdpartyprovider.com
mailto:accounts@mypracticename.co.nz
mailto:accounts@mypracticename.co.nz
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Every third party provider will have slightly different instructions and entries for the DNS TXT 
records. The best approach is for the practice’s IT department to ask their ISP to assist them with 
setting up their DNS records (DKIM and SPF) based on the 3rd Party Provider’s instructions. 

This is not difficult to do and is something that ISPs do on a regular basis. 
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Appendix B – SMTP Relay Server Software 

An SMTP Relay Server is simply a piece of software that listens for incoming emails on a given 
Port and relays them (usually without modifying the content) to another SMTP Server. 

For our purposes this is useful because it gives the practice IT administrator the ability to configure the 
practice’s corporate firewall to only allow a single IP address as the source for outgoing emails over 
SMTP on a given Port (only required for Configuration 3). Configuration 2 should be secure enough for 
most sites, however it would still not be as secure as Configuration 3 if Malware happens to try to send 
email using the same 3rd Party Provider with different credentials (highly unlikely, but possible). 

Advance User
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On Practice Premises ISP

Corporate

Firewall

Opens SMTP 

port to only one 

IP address

Advance User

Advance User

SMTP Relay Server

 

Corporate Firewall needs to unblock only a single IP address - that of the Relay Server 

Choosing an Internal SMTP Relay Server 

Internet Information Server (IIS) 

Microsoft IIS has built in SMTP Relay capability, however this is not very straightforward to configure. 
If the practice has expertise in configuring IIS, then this may be a viable option. An explanation of how 
to configure IIS is outside of the scope of this document, and differs for different versions. 

Third Party SMTP Relay Servers 

There are also a number of lightweight and free dedicated solutions available on the Internet. 

One such solution is E-MailRelay. This is an open-source solution which is freely available. 

Note: Because Reckon are not the authors of this product we cannot offer any warranty 
or support 

E-MailRelay can be downloaded and configured in minutes, provided that all credentials are 
available from the 3rd Party Provider. You can download it here: 
http://sourceforge.net/projects/emailrelay/files/ 

This can be installed on any server that is permanently turned on. It is not recommended that this is 
installed on a client machine, even though that is certainly possible for small sites. It is also not a 
good idea to install this on a machine already housing Exchange or IIS - depending on which Port 
you choose this may interfere with the correct operation of those products. 

Run the executable on a suitable Server and follow the instructions below. 

http://sourceforge.net/projects/emailrelay/files/
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Step 1 – Installation Directories 

 

Step 2 – Choose server type 

Tick SMTP Server. Choose “Synchronously” if you would like the emails to be relayed in real 
time. 
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Step 3 – Local Server 

The Local Server is the E-MailRelay server, and the credentials here are those that Reckon APS 
needs to connect to E-MailRelay. 

The Port is the Port on which E-MailRelay listens. It does not necessarily need to be the same as the 
external one to the 3rd Party Provider. Common ports are 25 and 587. 

Check “Require authentication” and Login, and input the Name and Password matching the “SMTP 
Server User Name” and “SMTP Server Password” SUPS settings in Reckon APS. Leave IP Address 
blank. 

 

Step 4 – Remote Server 

The Remote Server is the 3rd Party Provider. The credentials here need to match those given to the 
practice by the 3rd Party Provider. 

The Hostname is the URL to the 3rd Party Provider, usually in the form smtp.providername.com. Port is 
the port provided by the 3rd Party Provider (Usually either 25 or 587). Tick “Supply Authentication”. The 
Name and Password must match the login credentials provided by the 3rd Party Provider. 
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Steps 5,6,7 – Logging, Connections and Startup 

Configure these as desired. 

  

 

The SMTP Relay Server should now be configured. If you need to test straight away, you may 
need to start the Service manually, as installation does not automatically start the service. 

The Reckon APS SUPS setting “SMTP Server Address” should be set to the IP address or 
network name of the server on which E-MailRelay is installed. 

The corporate firewall can also now be configured to only allow traffic on the required Port (in 
this case 587) from the IP address of the machine on which the SMTP Relay Server is installed. 
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APPENDIX C – Configuring Exchange 

If you have opted to utilise Exchange as an SMTP relay, then this section applies. 

Configuring Exchange for SMTP Relay should be performed by an IT person with the suitable 
experience. Reckon is not responsible for configuring Exchange or any other aspects of the 
practices’ environment. The below instructions are a guide only and your practice’s standards 
should still be followed.  

Create a dedicated AD Account 

It is recommended that a dedicated AD Account, to be used by Reckon APS, to authenticate 
with Exchange is created. This value should match the Entity / Correspondence page values for 
Invoice Email Sender Address and Statement Email Sender Addr attributes. 

In order to minimise the risk of blacklisting, many ISPs prefer the originator of an email (in this 
case the AD account) to be the same as the Sender Address or “From” field. This AD Account 
should be entered into the SMTP User Name SUPS Setting. 

Create DNS record to point to Exchange Server 

If you would like to use a friendly SMTP Server Name as opposed to the Exchange Server’s IP 
address or expect to need to switch between Exchange Servers then consider using DNS 
Manager to create a new DNS record to point to the Exchange Server.  

Create a new Exchange Receive Connector 

Configure Exchange to allow external SMTP access via the dedicated AD Account on a 
specified Port through a new Exchange Receive Connector. If Exchange is not specifically set 
up to allow external SMTP access, then you may see one of the following error codes when 
trying to send SMTP messages using our test application: 

504 5.7.4 Unrecognized authentication type 
530 5.7.1 Client was not authenticated 
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Create and configure a new Exchange Receive Connector. Change its settings as below: 

• Set Authentication Type (Authentication Tab). TLS must be disabled as we only 

support SSL or no encryption (None). Below is an example of authentication 

settings that have worked successfully for some clients. 

 

• Set Permission Groups as required (Permission Groups Tab). Below is an example of 

permission groups settings that have worked successfully for some clients.  
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• Set Port and Network IP range to accept SMTP messages from the Network tab. The 

“Receive mail form remote servers that have these IP addresses” area should 

allow the correct LAN IP Range to include all individual client machines or Terminal / 

Citrix servers that will be used to produce bulk correspondence.  

Confirm permissions of Entity Email Sender Addresses  

The user account specified in the Entity settings “Invoice Email Sender Address” and 
“Statement Email Sender Address” must match or be an alias of the account that has been 
given relay permissions in Exchange.  

 

 


